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Abstract
MAC (Mandatory Access Control) has the ability to improve security of Linux operating
system dramatically. However, defining and managing proper policy is not easily achieved
because program dependencies are usually invisible from system administrators. This paper
presents the challenges in providing automatic policy generation based on process execution
history.
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=> /etc/sysconfig/network-scripts/ifup => /etc/sysconfig/network-scripts/ifup-post => /bin/sed

type domain_9_t, domain; # /sbin/init => /etc/rc.d/rc => /ete/rc3. d/S10network => /sbin/initlog
= /etc/sysconfig/network-scripts/ifup = /etc/sysconfig/network-scripts/ifup-post =
/etc/sysconfig/network—scripts/ifup-aliases

type domain_10_t, domain; # /sbin/init=> /etc/rc.d/rc => /etc/rc3. d/S10network => /shin/initlog
= /etc/sysconfig/network-scripts/ifup = /etc/sysconfig/network-scripts/ifup—post =>
/etc/sysconfig/network-scripts/ifup-aliases => /bin/sed

WIZ, T BASND T 7ANRT AL 7 NINGEE DT~ )V 595,

/ system_u:object_r:file_0_t
/etc/ system_u:object_r:file_ 1 t
/etc/d. so. cache system_u:object_r:file_2_t
/1ib/ system_u:object_r:file 3 t
/1ib/i686/ system_u:object_r:file_4_t
/1ib/i686/1ibc. so. 6 system_u:object_r:file 5 t
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/lib/libacl.so. 1
/lib/libattr. so. 1
/1ib/i1686/1ibm. so. 6
/1ib/i1686/!ibpthread. so. 0
/1ib/librt. so. 1

/bin/

/bin/basename

/bin/grep

/bin/hostname

/bin/sed

system_u:object_r:file_6_t
system_u:object_r:file_7_t
system_u:object_r:file_8_t
system_u:object_r:file_9_t
system_u:object_r:file_10_t
system_u:object_r:file_11_t
system_u:object_r:file_12_t
system_u:object_r:file_13_t
system_u:object_r:file_14_t
system_u:object_r:file_15_t

I HFICEEHZ DR A DEB L ERT D,

# Allowed process transition from /sbin/init

domain_trans (domain_0_t,
domain_trans (domain_0_t,
domain_trans (domain_0_t,
domain_trans (domain_0_t,
domain_trans (domain_0_t,

# Allowed process transition from /sbin/init:/etc/rc.

domain_trans (domain_111_t,
domain_trans (domain_111_t,
domain_trans (domain_111_t,
domain_trans (domain_111_t,
(FF )
domain_trans (domain_111_t,
domain_trans (domain_111_t,
domain_trans (domain_111_t,
domain_trans (domain_111_t,
domain_trans (domain_111_t,
domain_trans (domain_111_t,
domain_trans (domain_111_t,
domain_trans (domain_111_t,
domain_trans (domain_111_t,

file_281_t, domain_111_t)
file_620_t, domain_222_t)
file_NOT_FOUND_t, domain_518_t)
file_NOT_FOUND_t, domain_519_t)
file_NOT_FOUND_t, domain_521_t)

file_58_t, domain_27_t)
file_77_t, domain_33_t)
file_87_t, domain_39_t)
file_287_t, domain_47_t)

file_309_t,
file_310_t,
file_311_t,

domain_350_t)
domain_358_t)
domain_366_t)
file_312_t, domain_373_t)
file_313_t, domain_381_t)
file_62_t, domain_408_t)
file_63_t, domain_409_t)
file_280_t, domain_500_t)
file_314_t, domain_517_t)

# /etc/rc.d/rc

# /etc/rc.d/rc. sysinit
# /sbin/mingetty
#t /sbin/shutdown
# /sbin/update

d/rc

# /etc/rc3.d/S12syslog
# /etc/rc3.d/S13portmap
#t /etc/rc3.d/S14nfslock
# /etc/rc3.d/S20random

# /etc/rc6. d/K80random
#t /etc/rc6.d/K86nfslock
# /etc/rc6. d/K87portmap
# /etc/rc6. d/K88syslog
# /etc/rc6. d/K90network
# /sbin/consoletype

# /sbin/initlog

# /bin/egrep

# /sbin/runlevel

# Allowed process transition from /sbin/init:/etc/rc.d/rc:/etc/rc3. d/S85httpd

domain_trans (domain_115_t,
domain_trans (domain_115_t,
domain_trans (domain_115_t,
domain_trans (domain_115_t,

LT,

file_13_t,
file_b4_t,
file_62_t,
file_63_t,

domain_116_t)
domain_117_t)
domain_118_t)
domain_119_t)

# Allowed operations for /etc/rc3.d/SO08ipchains

allow domain_547_t file_0_t:{ dir link_file } { r_dir_perms };
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#t /bin/grep

# /bin/touch

# /sbin/consoletype
# /sbin/initlog

AR AL INT TR ARREIRT 7 ANRT AL 7 MK L CRF A & B2 2,
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allow domain_547_t file_11_t:{ dir link_file} { r_dir_perms }; # /bin/

allow domain_547_t file_15_t:{ file_class_set } { rx_file_perms }; # /bin/sed

allow domain_547_t file_83_t:{ file_class_set } { rx_file_perms }; # /bin/uname

allow domain_547_t file_16_t:{ dir link_file } { r_dir_perms }; # /dev/

allow domain_547_t file_17_t:{ file_class_set } { rw_file_perms }; # /dev/console

allow domain_547_t file_18_t:{ file_class_set } { rw_file_perms }; # /dev/null

allow domain_547_t file_1_t:{ dir link_file} { r_dir_perms }; # /etc/

allow domain_547_t file_55_t:{ dir link_file } { r_dir_perms }; # /etc/init.d/

allow domain_547_t file 56_t:{ file_class_set } { r_file_perms }; # /etc/init.d/functions
allow domain_547_t file_2_t:{ file_class_set } { r_file_perms }; # /etc/ld. so. cache

allow domain_547_t file_19_t:{ file_class_set } { r_file_perms }; # /etc/mtab

allow domain_547_t file_20_t:{ file_class_set } { r_file_perms }; # /etc/nsswitch. conf
allow domain_547_t file_21_t:{ file_class_set } { r_file_perms }; # /etc/passwd

allow domain_547_t file_75_t:{ dir link_file } { r_dir_perms }; # /etc/profile.d/

allow domain_547_t file_76_t:{ file_class_set } { r_file_perms }; # /etc/profile.d/lang. sh

6. FRH

N —FNTTavARREE &G T 7B ABREZRINT HZEIZED AR DORVRI L —ERIEMEER T 528
DSATREZR 2 LMD DI LN TEIZN, I E R EINT=T 7 B AR B D SELINUXDRY L —E 4 Ak T 5 Bt
BT, WSO T REFEDFAET HZEIRN DU,

s TURAEEFRTDHIZOINIT N EED G TR IER B0, AR OEETIE, ff 2 D77 A /K LTI
Wt 5L QDT BT 72 AR /NI 2 D2 E DB L LT &2 R o —E RO ENE KL
7o TLED,

AW TIET B EAER A e —%f— RSS20, BRI TEER O T a' A%V —T LU TEED TR AA

VETHIEICIR L —DEFREEWO T IENLEL, 7272, 20720121, et AOBMG%, BERNAED

BN B CHY | RFaSC TR LT 7 B R BIE G A BUC T F AR LTI 2 FIE TIE I TE L,

TV RRERDRGLEL TR —EROT THob®mNEL FEMN ORI Ry 7 LT LN TESNLT

AT BRI — DA IAT-D3, [dev, IprocE DR NTHEEL TEHT 2O /71 LSELINUXD T 7 4+

IVIRY S — b — U4 AV IN DS,

LSBT ETT7ANT 7 BRI OWTdey, Iproc~DXHEEITOFERESHE, IRIZT 7 ANV T 7 BALSMIONTE

FICFEEZEHTHZECIOME AR — O A AEREITZHINCTHTIE THD, o, AU — Rk
BEIZ DU TIESubDomains O s@ i 77 B AHIAN b ki LT2 W EE 2 TD,

1. YIS

SELinuxBH#E DA—V L ZUANTIL, b HOIIIEHx D707 7 MK L THHRER) L —DERNEN
A SAU TS, SELINUXE & O 7258 7 7 B AR E AN/ 2L m WX 2V T 2 5H LN TED
D, BEF Lo TIEHIEI CEAEBE DM S ELINUXIZ IS I DENEAX A IV INTEDEZ IS T2 BEREL 720 B D XK
BERECHEERUCITENETEH T 28N TET | ARITOREHIREER TEAe o720 | IR T 7B A%
HEBRL CLE 720 T 22 LI2d0 Y — A7 u T AR ELKEME CERWIRI N E S TR I 2.5,

KL THRIT LI FIEIL, VAT DEEE I K EERR AT V2RO HZ LR BIET HT—E 20T
TV —arEEESE TNUSNOREERT 7B AR PR T ARV — 2 BB LT-0 DO FEELTHET
HY | BEH T 7 AR OEH _EOFREE R LEOF] S E R KIRIZS I EHTHLOELE ST NS, HEIREET
7 ARV — D53 T E O ALV R A Linux /UNIXI IR B T A 2 LN AT RE CTHY . AWFZEN A IE
TIRAXRO—Bh e b LEFES TS,

10



8. SEXM

[1] P.Loscocco and S. Smalley. Integrating Flexible Support for Security Policies into the Linux Operating System. In
Proceedings of the FREENIX Track: 2001 USENIX Annual Technical Conference (FREENIX ’01), June 2001.

[2] National Security Agency, Security-Enhanced Linux, http://www.nsa.gov/selinux/

[3] Crispin Cowan et al, SubDomain: Parsimonious Server Security, 14th USENIX Systems Administration
Conference (LISA 2000), December 2000.

[4] Amon Ott, The Rule Set Based Access Control (RSBAC) Linux Kernel Security Extension, International Linux
Kongress 2001

[5] United States. Department of Defense, TCSEC (Trusted Computer System Evaluation Criteria)
DDS-2600-5502-87, 1985

[6] Brian W. Kernighan and Rob Pike, UNIX PROGRAMMING ENVIRONMENT, 1985

[7]1 National Security Agency, Flask: Flux Advanced Security Kernel,
http://www.cs.utah.edu/flux/fluke/html/flask.html

[8] EHAERBEEG DX T B F— AN =T 7V AT WD EF 2 ) T AHEREILROHA ],
http://www.ipa.go.jp/security/fy13/report/secure_os/secure_os.html

[9] [ZEMBDEF =7 OSZAHIE A |, Nikkei Linux 2003.5

[10] Stephen Smalley, Configuring the SELinux Policy, NAI Labs Report #02-007

[11] Chris Wright and Crispin Cowan et al, Linux Security Module Framework

9. HER(H—FRILHBEASINTIEROT DHI)
(1) /bin/awk:x:/sbin/init:/etc/rc.d/rc. sysinit:/sbin/initlog:/etc/rc.d/rc. sysinit
(2) /bin/awk:x:/sbin/init:/etc/rc.d/rc:/etc/rc3. d/S10network
(3) /bin/awk:x:/sbin/init:/ete/rc.d/rc:/etc/rc3. d/S25netfs
(4) /etc/mtab:rw:/sbin/init:/etc/rc.d/rc.sysinit:/sbin/initlog:/etc/rc.d/rc. sysinit:/bin/mount
(5) /etc/mtab:r:/sbin/init:/etc/rc.d/rc:/etc/rc3. d/S25netfs:/sbin/initlog:/bin/mount

FHBIZaa TREILNTWD, AN T 7B ASNI= 7 7 ANVETIIT AL 7N DTNV SATH S, 2% H
DHANT 72 AE—F (Read/Write/Execute) T b, 3% H LAEOHRITEDEZ T TSN W27 AEB D EFET
BHY | B DN R T 7B ABLREFATULIE T TV r—2a DT VS A TH D,

FlIZIEQDORBBEOEE ., BIED T ot 2 (/ete/re.d/rc.sysinit) T A D 7 vt A (/sbin/init) 23
/etc/rc.d/rc.sysinit Z # &y L . /etc/rc.d/rc.sysinit 2% /shin/initlog Z # &) L . /sbin/initlog 2°
/etc/rc.d/re.sysinit#EE T HZLICL S THAELLE B EBATHLIENIZENHD, Z0ERE 2K
(/sbin/init:/etc/rc.d/rc. sysinit:/sbin/initlog:/etc/rc.d/rc. sysinit) ZR A/ ELTEZRL TND,

(L)~ @) TV FRbbinfawkz 2T B7-0IC 7 AT 72 AL TOBR, FNEN3E H OO N7 3R
2o TCNDT20, [binfawklZZEZ

/sbin/init:/etc/rc.d/rc. sysinit:/sbin/initlog:/etc/rc.d/rc. sysinit:/bin/awk

/sbin/init:/etc/rc.d/rc:/ete/rc3. d/S10network: /bin/awk

/shin/init:/etc/rc.d/rc:/etc/rc3. d/S25netfs: /bin/awk

EVD IR BR AL TERITIND,
(#)&(B)ix/bin/mount?’/ete/mtabiz 7 72 AT HEEDRIERL TNWD, — #7255 TlE/bin/mountiZxiL <
/etc/mtabdD i A EEMEIRE 5 2 DM ENBHD, L UBREAEH 5221240,
/sbin/init:/etc/rc.d/rc.sysinit:/sbin/initlog:/etc/rc. d/rc. sysinit:/bin/mountdR AL ST 71 A
SNTBAITITFE A EXHERRA . /sbin/init:/etc/rec.d/rc:/etc/re3. d/S25netfs:/sbin/initlog:/bin/mount
EVIHR AL TT 7B ARSNGB IIXFEAIA S D B ] T 58D IO IRPUTIS T T 7 AFF A i A 28 5
THIEDAIRRIZARD,
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