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Why TOMOYO Linux?
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Security can’t be achieved without
program’s and user’s loyalty.
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What happens if the program Is
malicious?
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How can we assign appropriate labels, since the
kernel has no means to know the meaning of the bit
sequence?

< | think label based access control implicitly requires
programs and users do what they are supposed to do.

Labels are assigned to containers and channels,
but not to bit sequence.

<« Mismatch can always happen.
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No way. Whether a system can work properly or

not depends on whether necessary files are in place
or not.

< [etc/yeslogin and /etc/nologin have different meaning.
+» [/AUTORELABEL and /.autorelabel have different
meaning.

< If /etc/passwd Is renamed to /etc/password , the system
can’t work properly.

< If [bin/ and /etc/ are exchanged, the system can't work
properly.
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TOMOYO Linux Is a tool for reinforcing access control

which is supposed to be performed by the userland
process.

< |t performs access control from the perspective of subjects (i.e.
processes) rather than the perspective of objects (i.e. files).

Why not do it in the userland?

<« Access control performed in the userland is easily bypassed by
errors and improper configurations (e.g. buffer overflow, statically
linked applications, environment variables like LD _PRELOAD).
To make access control inevitable, it is essential to do it in the
kernel.



TOMOYO Linux uses not program's name but process
Invocation history (in short, PIH) to distinguish processes.

« The PIH Is a developmental lineage which is defined by
concatenating the pathname of applications ever executed. The
PIH can split contexts at the finest granularity without modifying
userland applications. The PIH is reliable because it remains in
the kernel throughout the process's life-cycle.

TOMOYO Linux tries to record any and all of actions.

< |t chases after processes to the world’s end to record process’s
behavior and checks parameters like “strace”.
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Access analysis and restrictions from the
perspective of processes.

< Easy to understand since they are ordered by PIH
Manageable state transition

< Antl brute force via multiplexing login authentication
< Partial commission of administrative tasks

Redirection of program’s execute requests
<« On demand honey pot

< Fully customizable parameter validator
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